Windows 10 VPNSVR Setup Guide

1- Open the Control panel by clicking the start menu icon and typing control.
Control Panel =

1 [EE > Control Panel v & | |Search Control Panel
Adjust your computer’s settings View by: Category ¥
System and Security P User Accounts
Review your computer's status t G Change account type

Save backup copies of your files with File History

Backup and Restore (Windows 7) I " :
2 E Appearance and Personalization
(%! Network and Internet Py,
View network status and tasks 4 W Clock and Region
, / Hardware and Sound ~) Change date, time, or number formats

*  View devices and printers
ﬂ :;dd a device @ Ease of Access

Adjust commonly used mobility settings tet '..“.’mdcws SUQQESt setngs
Optimize visual display

Programs
[‘1’ Uninstall a program

2- Click Network and Internet followed by Network and Sharing Centre.
3- Click Setup a new connection or network.
%+ Network and Sharing Center -
&« v :E > Control Panel > Network and Internet > Network and Sharing Center v Search Control Panel
View your basic network information and set up connections

Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing German Access type: Internet
settings Public network Connections: § German

Media streaming opticns

TurkTelekom_TDCDA 2 Access type: No Internet access
Public network Connections: il Wi-Fi (TurkTelekom_TDCDA)

Change your networking settings
i Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Opticns

Windows Defender Firewall

4- Click Connect to a workplace, then click Next.



- '@' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Ly Set up a new network
<« Setup anew router or access point.

Ly Manually connect to a wireless network
e, Connecttoa hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

I Next || Cancel

5- Click Use my Internet connection (VPN).



& g Connect to a Workplace
How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet,

b

—> Dial directly

Connect directly te a phone number without geing through the Internet.

Cancel

6- Enter the address of server:

i. San Francisco: sfo2.vpnsvr.xyz
ii. New York: nyc3.vpnsvr.xyz

iii. Toronto: torl.vpnsvr.xyz

iv. Amsterdam: ams3.vpnsvr.xyz
v. London: lonl.vpnsvr.xyz

vi. Frankfurt: fral.vpnsvr.xyz

vii. Bangalore: blrl.vpnsvr.xyz

viii. Singapore: sgpl.vpnsvr.xyz
7- Below that give the connection a name e.g. VPNSVR-Singapore OR VPNSVR-Toronto.

8- Choose Remember my credentials if you don't want to enter your account ID and password
every time you connect.
9- Click Create to continue.




& [l Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: torl.vpnsvrxyz

Destination name: VPNSVR-Toronto

[JUse a smart card

Remember my credentials

G [[] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

10- The VPN connection is now created but we still need to configure it. Open the Network and
Sharing Centre as shown in steps 1 and 2.
11- Click Change Adapter settings.

%X Network and Sharing Center

&« v 4 '-"_: > Control Panel > Network and Internet > Network and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Media streaming options

See alse
Internet Options

Windows Defender Firewall

- [m]
v Search Control Panel

View your basic network information and set up connections

View your active networks
German Access type: Internet
Public network Connections: @ German
TurkTelekom_TDCDA 2 Access type: No Internet access
Public network

Connections: .l Wi-Fi (TurkTelekom_TDCDA)

Change your networking settings
t. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get bleshooting information.




12- Right click the icon with the name of the connection you created and with the text WAN
Miniport (IKE v2)

13- Select the Security tab and change the Type of VPN to IKEv2 and the data encryption to
Maximum strength encryption (disconnect if server declines)

14- Under Authentication select

15- Use Extensible Authentication Protocol (EAP) and Microsoft: Secured password (EAP-MSCHAP

v2) (encryption enabled).
= VPNSVR-Toronto Properties X

General Options Security Networking Sharing

Type of VPN:
IKEv2 v
Advanced settings
Data encryption:

Maximum strength encryption {disconnect ff server declines) v

Authentication
(® Use Extensible Authentication Protocol (EAP)

Microsoft: Secured password (EAP-MSCHAP v2) (encry v
Properties

(O Use machine certfficates

16- Select the Networking tab, select Internet Protocol Version 4 (TCP/IPv4) and click on Properties.



2 VPNSVR-Toronto Properties X

General Options Securty Networking Sharing

This connection uses the following items:

2 Intemet Protocol Version 6 (TCP/IPv6)
Intemet Protocol Version 4 (TCP/IPv4)

File and Printer Sharing for Microsoft Networks
& Client for Microsoft Networks
| @instal.. || Quansal | [ Propeties |
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

17- Click on Advanced...



Internet Protocel Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

IP address: |

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server: | - : : I

Alternate DNS server: I - : ¥ I

[ ok ]| Concel |
18- On the IP Setting tab, make sure that “Use default gateway on remote network” and “Automatic
metric” are selected.




Advanced TCP/IP Settings X

IP Settings DNS  WINS

This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
network.

[] Use default gateway on remote network

Disable class based route addition

[ Automatic metric

Interface metnc

| Cancl

19- Right click the icon with the name of the connection you created again and select Create
shortcut. Click Yes to create a shortcut on the desktop.



‘E? Network Connections —

<« v QN =—§] « Network a... » Network Connections v @ | Search Network Connections
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Shortcut

Windows can't create a shortcut here.
/= Do you want the shortcut to be placed on the desktop instead?
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5 items 1 item selected

N\
X

P

@ @

20- Search for VPN settings in the search field on the Taskbar or in the Start menu. Click VPN
settings in the results list.



All Web Apps Documents Settings hore -

Best match
QZ_) VPN settings OV
System settings

|

Settings .

VPN settings
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| °& Advanced VPN options >
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21- Click the VPN connection created in step #6 above and click the Advanced options button.




= Settings =

@ VPN

Add a VPN connection
+

OZJ German

O‘K) VPNSVR-Toronto

Remove

Advanced Options

22- Under Connection properties>, click the Edit button.

Settings —

o VPNSVR-Toronto

Connection properties

Connection name VPNSVR-Toronto

Server name or address  torlvpnsvr.xyz

Type of sign-in info User name and password
User name (optional)

Password (optional)

Edit

Clear sign-in info




23- Enter your VPNSVR username and password, then click the Save button. Close all of the
windows that have been opened during this process.

Edit VPN connection

These changes will take effect the next time you connect.

Connection name

MPNSVR-Toronto

Server name or address

torl.vpnsvr.xyz

VPN type

Type of sign-in info

User name (optional)

Password (optional)

24- To Connect, click your Task Bar Network Icon, then Click the name of the VPNSVR connection
and then Connect.

25- After a few seconds the network applet should indicate that you are connected to the VPN
server.



